
Behavior Design
Teaching Your Users Security

Look, 
someone 
typing!



SplashData: the most 
common passwords 
are “123456” and 
“password” RoboForm survey: 8% use 

a password manager, but 
23% always use the same 
password

1Password has “millions” of 
users and LastPass has eight 
million — United States’ 
population is ~323 million 
people
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“dadada”



“The first time someone signs up for your 
site of captioned cat pictures using the 
same email address and password that 
they use for their bank login, your 
seemingly low-risk credentials database 
has become a vehicle for storing financial 
credentials.”

— Cade Cairns and
Daniel Somerfield



behavior
design

=
persuasion



Behavior design 
often needs 
technical 
underpinnings.
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confirmshaming.tumblr.com





samnewman.io/blog





“Are you sure you want to 
download now? Remember, 
extensions have access to your 
data. If you’re handling sensitive 
information, it’s a good idea to 
look at the README and license 
first.”



benefits > features



nothin’ to worry about but, uh, change your password plz!



● ahhhhhhh friction!!!!
● it’s okay
● there are always tradeoffs
● just A/B test everything
● & evaluate your priorities
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